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1. Ileab u 3aaa4u TUCHUILIMHBI

Heabwo qucuunianabl «MHpopmMannonHas 0€30MACHOCTh W 3alMTa MH(OPMALUN»
ABJISICTCA TIOJIYUCHUC TCOPCTUUCCKUX 3HAHUU U MPAKTUYCCKUX HABBLIKOB, H€O6XO,Z[I/IMI>IX JJIA
MOHMMAHHUS OCHOB M MPHUHIMIIOB 3allUThl WH(OpMAalWM, MPUMEHEHHS] CIOCOOOB 3alIUThHI
uHpOpPMaLMK Ha MPaKTHKeE, BKIIIOYAs 3aIUTY KOMIIBIOTEPHBIX CHUCTEM, 3aIUTy WH(OpMAIMU B
ceTu VIHTepHET U KOPIOPATUBHBIX CETSX.

3agauyu M3yyeHHUs TUCHUIIIHHBI:
— mpuoOpeTeHne MOHNMAaHUS OCHOBHBIX PUHIIUIIOB OPraHU3alMK 33U Thl HH(POpMAIINY,
— I[pHOOpEeTEeHnE MOHUMAaHUS COBPEMEHHBIX TEXHOJIOTUH 3aIlUThl HH()OPMaLH;

—  UW3y4YCHHE OCHOBHBIX TPOIENYp W HHCTPYMEHTOB, HCIIOJIB3YEMBIX IJISI OOECIECUECHUS
UH(POPMALIMOHHOM 0€30MaCHOCTH Ha MPAKTHUKE.

2. MecTO IUCHMIIIMHBI B CTPYKTYpe OCHOBHO¥ NMpogeccHoHAILHON 00pa3oBaTeIbHOI
NPOrpaMMbI BbICIIEr0 00pa3oBaHus

Hucrunnuaa «MHGOopManmonHas 6€301MacHOCTh U 3aIiuTa HHPOPMAIIMI» BXOIUT B 4YacTh
yaeOHOro miaHa, GOpMUPYEMYI0 y9acTHUKaMH OOpa30BaTeIhbHOIO MPOIecca MO HANpPaBICHUIO
noarotoBku 38.03.02 MeHeKMEHT, HalpaBIeHHOCTH (Mpoduiib) «YpaBlieHne OU3HECOM.

3. O0beM TMCUMILIHHBI B 324eTHBIX eIMHUIAX U aKAIeMUYECKUX Yacax ¢ yKa3zaHHeM
KOJIMYECTBA aKaJeMUYeCKHX YaCOB, BbI/IeJIECHHbIX HA KOHTAKTHYIO padoTy
o0y4arouuxcs ¢ npemnogasaresieM (1Mo BUAaM y4eOHbIX 3aHATHII) U HA
CaMOCTOSITEIbHYIO Pa0oTy 00y4aromuxcst

Oobmmas TpyA0EMKOCTh TUCHIUIUINHBI COCTaBIseT 3 3a4€THRIE eMuHUIIbI, Bcero — 108 vaca.

. Bcero yacos
Bup yueOHoit paboTbl
oudHas Gopma OYHO-3a09HAas
o0yUeHHS ¢dopma oOyueHus
KonTakTHasi padoTa ¢ npenoaaBarejeM (Bcero) 20 8
B toMm uucne:
3aHsaTUA JIEKIIHOHHOTO THUIIA 14 6
3aHATHSI CEMUHAPCKOTO TUIA (CEMUHAPHI) 6 2
CamocTrosiTeJibHasi pa6oTa (Bcero) 88 100
KonTtpoJs -
dopma KOHTPOJIS 3a4eT C OLEHKOM
Oo0mast Tpy10éMKOCTb TUCHMILIHHBI 108




4. IlepeyeHb NJIAHUPYEMBIX Pe3yJIbTATOB 00Y4YeHHs 10 JUCHHUIIIMHE, COOTHECEHHBIX €
IUVIAHUPYEMbIMH pe3yabTaTaMU 0CBOCHHS OCHOBHOM NpogdeccuoHaAIbLHOMI
00pa3oBaTeILHON MPOrPaMMBbI

Koa n
Kon u HaumenoBanue
HaMMeHOBaHUe Pe3yabTarsl 00y4yeHusi mo
. HHANKATOPA JOCTHKEHUS
KOMIIeTeH I MU (1ii) AMCHUIIMHE
KOMIIeTEeHIIUH
BBINIYCKHUKA
be3onacHocTh NYK 8.1 3HaTh: OCHOBBI  0E30MACHOCTH
JKU3HeNesATeJbHOCTH | VIMeeT npencTaBieHue o KU3HEICATENIbHOCTH,  BHIBI U

YK-8
Cnoco0eH co3xaBarh
U NOAAEPKUBATh B

0€30IacHbBIX yCIOBUAX
KU3HENICSITENIbHOCTH IS
COXpaHEeHUs IIPUPOJTHON

XapaKkTep BO3JECUCTBUSA BPEIHBIX U
onacHbIX ()aKTOPOB Ha 4YEJIOBEKa U
IIPUPOIHYIO cpeny; Hajau4yue

MOBCEIHEBHOM cpenbl U o0ecreueHust BpPEAHBIX M OMacHbIX (PaKTOPOB B
KHU3HU U B YCTOWYMBOTO PA3BUTHS npoecCUOHATLHON IEATEIIEHOCTH.

npodeCCHOHANBHOM | OOIIEeCTRa. Ymersb: UJIEHTU(DHUITIPOBATH
JeITeIbHOCTHU YK 8.2 OCHOBHBIC OIIaCHOCTH cpeasl
Oe3omacHble yCJIOBUS | AHAIM3UPYET PUCK B pa3HbIX | OOMTaHMsI 4eJIOBEKa, OLIEHHWBATH
KHU3HEJCATSNILHOCTH | chepax AesITeNbHOCTH PUCK WX peanu3alu, BHIOHpATh
JUTSL COXpaHEeHUS yesioBeKa i 00ecreyeHust METOJIbl 3alllUThl OT OHacHocCTel
IIPUPOJHON Cpenpbl, ero 0e30MacHOCTH. IIPUMEHUTEIBHO K cdepe

obecrieueHus NYK 8.3 poeCCUOHATBHON J1eATEITLHOCTH
YCTOWYUBOTO OO6ecnieunBaeT co3nanue u u CIoco0bI obecrniedeHus
pa3BUTHS 00IIECTBa, | MOJACp)KaHUE O€30TaCHBIX KOMQOPTHBIX yCIIOBHI
B TOM YHUCJIC IIpU YCJIOBI/Iﬁ KU3HECOACATCIIbHOCTHU KHU3HCACATCIIbHOCTH, B TOM YHCIIC
yrpo3e u po¢eCCHOHATHHOM.
BO3HUKHOBEHUU Baaners: crocobamu u
Ype3BbIYAHBIX TEXHOJIOTUSIMHU 3alIHUTHI B
CUTYyalluil U BOCHHBIX YpE3BBIYANHBIX CUTYyalHUsX;
KOH(JINKTOB HaBBIKAMU panroHaIN3aIH
npodeccrnoHanbHOM

YIPaBIEHYECKOH JICATEILHOCTH C
Lebplo odecrneueHuss 0e30IIaCHOCTH
1 3aIIUATHI OKPYIKAIOIIEH CPEIbl.

5. Conepskanue QM CHUTINHBI

HaumeHoBaHue TeM (pa3aesioB) Conep:xanue Tem (pa3esioB)

Tewma 1. Benenue B
nH(pOpMaIMOHHYI0 6€30MacHOCTb.

Henn w npuHImnel ©HOOPMAIIMOHHONW O€30MAaCHOCTH.
Tumer yrpo3 u arak Ha HWHPOPMAIMOHHBIE CHCTEMBI.
OcHOBHBIE IPUHIIHIIBI 3AIUTH HH)OPMAITIH.

Tewma 2. OcunoBbl kpunitorpaduu. | [Ipunnuner kpunrorpaduu U MeToAbl IHGPOBAHUS.

CuMMeTpUYHOE U  acHUMMETpuyHOe ImudpoBaHHeE.
XomupoBaHue.  DJIEKTPOHHO-IIU(PPOBBIE  TTOMIHKCH.
CepTtudukats 0€30IMacHOCTH. AnmnapaTtHbie

KpunTorpaduueckue ycTpoucTaa.

Tema 3. 3ammra KOMIIBIOTEPHBIX
CHCTEM.

Opranuzanus 0€30MaCHOCTH OINEPALUOHHBIX CHUCTEM.
3amura OT BPEJOHOCHOIO MPOrpaMMHOI0 00ecreueHus
(BUpYCHBI, TPOSIHBI U T1p.). OCHOBBI CETEBOI O€30M1aCHOCTH
(MeKCeTeBBIE  IKpaHbl, CHCTEMbl OOHApYKeHHS U
npenotepaiieaus Bropxxennii, VPN).
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Tema 4. 3ammra HHPOpPMAIUH B
cetu MHTEpHET.

OcHOBBI 0€30MacHOCTH BEO-TIPUIIOKEHHUMA. 3amura OT
atak Ha BeO-caliThl (SQL-uHBEKIMH, MEKCAUTOBBIN
CKpuntuHr u  Ap.). Ilporoxonm TLS. 3amwra
KOH(UACHIIMATHHOCTH JAHHBIX IIPH Tepeaye mo CeTu.

Tema 5. 3ammra nHGpOpPMAIUH B
KOpIIOPAaTUBHOM Cpejie.

[MonmuTuku 6e3onacHocTh. [Ipouieaypsl pearupoBanus Ha
UHIMJEHTHI. 3amuTa UHopMauuu B 0a3ax IJaHHBIX U
XpaHUIUIIIAX. dusnueckas 6e30macHOCTb
UH(POPMALIMOHHBIX CHCTEM.




6. CTpyKTypa AUCHMILIMHBI 10 TEMaM C YKa3aHHEM OTBeIeHHOI'0 HA HUX
KOJINYeCTBA aKaJeMU4eCKHX YaCOB U BU/IOB YUeOHBIX 3aHATHI

Ounas ¢popma o0ydyeHHs

KonTakTHas padora, yac.
CamocrosiTteb
Ne HanmeHnoBaHMe TEM 3ausaTus Bcero,
IpakTuueckue | Has padoTa,
n/n | (pa3aesioB) TUCUMILIMHBI | JeKIMOHHOTO vac.
3aHATHS yac.
THIIA
1. | Beenenue B 2 1 15 18
MH(pOPMaITMOHHYIO
0e30MacHOCTh
2. | OcHOBBI Kpunrorpaguu 3 1 19 23
3. | 3amuTa KOMIBIOTEPHBIX 3 1 19 23
CUCTEM
4. | 3ammra nHGOpMAIIUH B 3 1 18 22
cetu MHTEpHET
5. | 3amura nadopmaium B 3 2 17 22
KOPIIOPAaTUBHOM cpefie
Hroro: 14 6 88 108
OuHo-3204Hast popma 00yueHust
KonTakTHas padora, yac.
CamocrosiTteb
Ne HaumenoBaHue TeM 3auaTus Hast paGoTa Bcero,
n/m | (pa3aesoB) IMCUMILUIUHBI | JeKIIHOHHOTO Hpaxruyeckue p > | uac.
3aHATHS yac.
THOA
1. | UadopmanronHas 1 - 17 18
0€301MacHOCTh
2. | OcHOBBI Kpunrorpaguu 1 0,5 21 22,5
3. | 3amuTa KOMIBIOTEPHBIX 1 0,5 21 22,5
CUCTEM
4. | 3ammra nHGOpPMAIUH B 1 0,5 21 22,5
cetu MHTEpHET
5. | 3amuTa nHpOpMAIUU B 2 0,5 20 22,5
KOPIIOPAaTUBHOM cpefie
HUroro: 6 2 100 108




7. IlepedyeHb y4eOHO-METOAMYECKOT0 0O0eceYeHUs IS CAMOCTOSITeJIbHOM padoThI U
TeKYLIero KOHTPOJIsA 00y4aloUIUXCsl M0 JUCHUIJIMHE

CaMocTosTenspHast pa60Ta ABJISICTCA OJHHUM U3 OCHOBHBIX BHU0OB y‘IeGHOfI JACATCIIbHOCTH,
COCTaBHOM 4acThIO y4ueOHOTO IMpoliecca U UMEET CBOEH Leblo: TITyOOKOoe YCBOGHHE MaTepuasa
AUCHUIINIMHBI, COBCPIICHCTBOBAHUC U 3aKPCIIJICHUC HABBIKOB CaMOCTOSITEIILHOU paGOTBI C
JUTEpPATypoil, PEKOMEHJIOBAHHOW IMpernojaBaTeieM, YMEHUE HaWTH HYXHBIA Marepuan |
CaMOCTOATCIIBHO €ro HUCIIOJIBb30BAaTh, BOCIIMTAHHE BBICOKOU TBOp‘IeCKOI\/'I AKTUBHOCTH,
WHUIMATUBBI, TMPHUBBIYKA K TIOCTOSHHOMY COBEpPLICHCTBOBAHMIO CBOMX 3HaHHMM, K
LEJIEYCTPEMIIEHHOMY HAyYHOMY IIOHUCKY.

Kontponbe camoctosiTensHON pabOThI, SBISETCS Ba)XXHOW COCTaBISAIONICH TEKYIIETO
KOHTpPOJIA YCIICBACMOCTH, OCYHICCTBIACTCA IIPCNoAaBaTCJicM BO BpCMA JICKIIMOHHBIX H
MPAKTUYECKHUX (CEeMMHAPCKUX) 3aHATHH U 00ecrieurBaeT OLEHUBAaHUE X0/1a OCBOCHHUS N3yyaeMOin
JUCHUITIIUHBI.

BOHpOCbI AJIA CaMOCTOATEC/IbHOI'0 M3YUYCHU S

1. VazBumMocTu obecrieyennsts U «0e30IacHOro»
IPOrPaMMHUPOBAHUSI.

2. MeTobl cOnMaibHON WHXKCHEPUH IS TTOJTYYCHUS HEeCAaHKIIMOHUPOBAHHOTO JTOCTYTIA K
nHpopManuu.

AyTeHTH(HKAIMA U METOJIbI Ay TEHTH(PHUKAIINH.

mporpaMmMHOIO MMPUHIUIIBI

BO0~NO U A~W

ABTOpHU3AIUS U METO/Ibl ABTOPH3AIINH.
[poroxon mmdposanus Triple DES.
[Tporokon mmdposanus AES.
[IpoTtokon mmdposanus RSA.
[Tporokon mmdposanuss ECDSA.
Crioco6b1 o6ecrieueHust 6e30MacHOCTH B O€CIIPOBOTHBIX CETSIX.
0. BesomacHocTh JaHHBIX B omneparronHoi cucreme Windows.

11. BesomnacHocTh AaHHBIX B 10S.

12. BeszomacHocTh nanHbIX B Android.
13. Crnoco6s! mudpoBanus nHpopManuu B 6a3ax TaHHBIX.
14. PesepBHOE KOMMPOBAHWE JAHHBIX U €r0 3HAYCHHE 711 0€30MaCHOCTH HH(POPMAIIUH.
15. Mepsl 6€30MaCHOCTH IS 3aIUTHI KOH(PUACHIIMATFHOW HHPOPMAIIUH NIPH ITepegayue
IO CETH.

Pacnpenesienne caMocTosiTe/IbHOM PadoThI

Bunpl, popmMbl 1 00BEMBI CaMOCTOATENBHONW paOOTHl CTYACHTOB MPU M3YYEHUU aHHOM
TUCITUTIMHBI ONIPEIENISIFOTCS €€ COJIepPKaHueM U OTPaKEHBI B CIISIYIOIICH Ta0uIle:

O0Bbem caMoCTOATEIbHOM
HaumenoBaHue TeM Bun
Ne . padoThI
(pa3nesioB) CaMOCTOSITEIbHOM
n/n ouHas (popma OYHO-3a04Hast
JUCIHUTIITAHBI padoThI
o0yueHHs dopma oOyueHust
1. | Benenue B IIOATOTOBKA K 15 17
UH()OPMALTMOHHYIO ayJTUTOPHBIM 3aHSITUSIM
0€301acHOCTh
2. | OcHoBBI KpunTorpaduu | MOArOTOBKA K 19 21
ayJTUTOPHBIM 3aHSATHUSIM
3. | 3amura IMOJITOTOBKA K 19 21
KOMITHIOTEPHBIX CUCTEM | ayJUTOPHBIM 3aHITHSIM
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4. | 3ammra HHGOPMALMHU B | MOJArOTOBKA K 18 21
cetu MHTepHeT ayAUTOPHBIM 3aHSITUSAM

5. | 3amura uHGOpPMALKHU B | TOATOTOBKA K 17 20
KOPIOPATUBHOM cpefie | ayJUTOPHBIM 3aHATHIM

HUTOI'O: 88 100

8. IlepeueHb BONPOCOB U THNOBbIE 3aaHUS A/ MOATOTOBKH K 3a4eTy € OLeHKOM
8.1 IlepeyeHb BOMPOCOB AJs1 MOATOTOBKH K 3a4eTy C OLeHKOM

OcHoBHBIE YTPO3bl HHPOPMAITMOHHOHN 0€30M1aCHOCTH.
MeTtoap! b poBaHusI.
Onexrponno-tudppossie noanucu (DIIIT).
Ceprudukarsl 6€30MacHOCTH.

Xs1mupoBaHue.

AnmapartHas kpunTorpadusi.

AHTUBHPYCBI.

Mertonapl 0OHapysxeHust BropkeHuit (IDS).
Mertoas! npenoTBpatieHus Bropxkenuii (IPS).
10. IIpemmymectBa ucnoias3oBanus VPN.

11. 3ammra OT aTak Ha BEO-CANTHI.

12. Tlpuniunsr pabots! mpoTtokona TLS.

13. 3ammra nepumeTpa U METOBI 3AIIUTHI CETH.
14. Posb moauTHK 0€30MIaCHOCTH B OpraHU3AIlNH.
15. IlpuHUMI HAUMEHBIINX TPUBUIIETHI.

16. 3amura nHpopMmaluu B 6azax JaHHBIX.

CoNo~WNE

8.2. TunoBwbIe 3aKaHus XJA OLEHKH 3HAHUMA

1. AaropuT™ X3MKMpoBaHUs, HANOOJIEe YacTO UCIIOIB3YEMBIN B HACTOSIIIEE BPEMSI:
a) DES;

6) MD5;

B) SHA-1;

r) SHA-2.

2. B xonTekcre nndopmannonHoit 6e3omacHoctu TepmuH IPS o3nauaer:
a) In-Plane Switching;

0) Intruder Protection System;

B) Internal Power Supply;

r) IP Screening.

3. Haubonee Ge3omacen s oOMeHa TaHHBIMU B ceTH VIHTEpHET POTOKOJT:
a) HTTP;
0) HTTPS;
B) SHA-1;
r) SHA-256.
8.3. TunoBble 3a1aHMA /I OLEHKU YMEeHUI

3amanue 1. Opranuzanuu HEOOXOAMMO XPAaHUTh KOH(UICHIMANbHYIO HH(OpMaIuio B

O0a3ze manHbIX. [Ipemmaraercs nenate 3T0 B 3amm@poBaHHOM BHC. BwiOepute anroputM
mudpoBanus A pemeHus 3Toi 3agaun. O60CHyHTE CBOIl BHIOOD.
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3amanue 2. Bam HeoOxoaumo coOpaTe MHGOPMALUIO O KOMIIAHUU M €€ COTPYJTHUKAX C
MOMOUIBI0 METOIOB COIMAIbHON HHXKeHEepUHU. COCTaBbTE IJIAH CBOMX JACHCTBUH.

3amanne 3. CocrtaBbTe IUTaH TIOMCKAa YSA3BUMOCTEH B CeTEeBOM HMHQPACTPYKType
OpraHu3aluu.

8.4. TunoBkie 3aJaHUA 1JI9 OHEHKH HABBHIKOB

3ananue 1. PazpaboraiiTe pekoMeHAaUU MO CO3aHNI0 O0€30MaCHBIX MapoJiei, yUnThIBas
WX JUIMHY, CIIOKHOCTb U PETYJIIPHYIO CMEHY .

3amaaue 2. [{nsg mpoTUBOIEWCTBHS (DUIMMHTOBBIM aTakaM, pa3paboTalTe MaMsITKy
COTPYAHMKAM OpTaHU3alMM C [EPEUUCICHUEM NPU3HAKOB (DUIIMHTOBBIX  COOOLICHHUN

3JIEKTPOHHOM MOYTHI.

3amanue 3. Co3maiTe YEK-JIUCT JJISI CHCTEMHOTO aIMUHHUCTPATOPA CETH MPEATPUSITHS 10
HacTpoiike MexxceTeBoro 3kpana (firewall).

9. IlepeyeHb OCHOBHOI M JONMOJHUTEIbHOI Y4eOHOI JIMTepaTyphbl, HEOOXOAUMO 1JIs
OCBOCHMS THCIMIIIMHBI

9.1. OcHoBHas JIMTEpaTypa

1. 3enkoB, A.B. HuadopmanuonHas 6e30macHOCTh W 3amuTa WHGOpMANUU: yuyeOHOE

nocobue mns By3oB/ A. B. 3enkoB. — 2-e¢ m3z., mepepadb. u mon. — MockBa: M3marenbcTBo
Opaiit, 2023. — 107 c. — (Bwicmee obpazoBanue). — ISBN 978-5-534-16388-9. — Teker:
anexkTpoHHbd  //  OOpasoBarensHas  1arpopma  FOpaiit  [caiit] —  URL:

https://www.urait.ru/bcode/530927.

2. lllepbak, A.B. HWnadopmanronHas 0e€30MacHOCTh: Y4YE€OHUK JJII CPEIHETO
npodeccuonanbHoro oopazosanus / A. B. lllep6ak. — Mocksa: U3narensctBo FOpaiit, 2023. —
259 c. — (IlpodeccuonanpHoe oOpazoBanue). — ISBN 978-5-534-15345-3. —  Tekcr:
NeKTpoHHBIH  //  OOpazoBarenbHas  1atgopma  FOpaiir  [caiit]. —  URL:
https://www.urait.ru/bcode/519614.

9.2. lonoJIHUTEJIbHAS JJUTEPATypa

1. OpranuzanmoHHoe W TpPaBOBOE obOecreyeHne HHPOPMALMOHHOW Oe30MacHOCTH:
y4eOHMK W TPaKTUKyM JuIsi By30B/ moj pemakumeit T. A. IlomskoBoit, A. A. CtpenbmoBa. —
Mocksa: M3aarensctBo FOpaiit, 2023. — 325 ¢. — (Bricmiee o6pa3oBanue). — ISBN 978-5-534-
03600-8. — Texkct: snextponHbIii // OOpaszoBarenvHas Tuiargopma FOpaiit [caiit]. — URL:
https://www.urait.ru/bcode/511239.

2. Kazapun, O.B. OcHoBbl uH(MOpMAIMOHHOW O€30MaCHOCTU: HANEKHOCTh |
0e30macHOCTh, ~ NPOrpaMMHOrO  o0ecredeHus:  ydeOHoe  mocobue  Is  CpeaHEro
npodeccuonansHoro  obpazosanmsi/  O. B. Kazapun, W. b. llyOunckmii. —  Mocksa:
NznarensctBo FOpaiit, 2023. — 342 ¢. — (IIpodeccuonanbroe odbpazoanue). — ISBN 978-5-
534-10671-8. — Tekct: anexTpoHHbIH // OOpa3oBarenbHas wiardopma FOpaiit [caiit]. — URL:
https://www.urait.ru/bcode/518005.
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10. Ilepeuyenn pecypcoB HH(POPMALMOHHO-TETEKOMMYHUKAIIMOHHOM ceTH «HTEepHET»,
He00XO0AUMBIX JJIfl OCBOCHH S JUCHUNIMHBI U MHPOPMAIIMOHHBIX TEXHOJIOTHIA,
HCI0JIb3yeMbIX MPH OCYHIECTBJIEHUH 00Pa30BaTeJIbHOI0 MpoLecca no JAucuumiuue (),
BKJIIOYasl MlepevYeHb MPOrpaMMHOI0 o0ecrneyeHus 1 HHPOPMALMOHHBIX CIPABOYHBIX
cucrTeM (MpH HEOOXOAMMOCTH)

1. https://urait.ru - 3bC «O6pazoBarenbhas miathopma FOpaiim»
2. https://coderwall.com/ - Coderwall «Coo0riiecTBO MPOrpaMMHCTOBY

JInieH3MOHHOE IPOrpaMMHOe ofecnieyeHue:

- Windows (3apy0exHoe, BO3ME3THOE);

- MS Office (3apy0exHOE, BO3ME3THOEC);

- Adobe Acrobat Reader (3apyOexHO€, CBOOOTHO PacpOCTPaHIEMOE);

- Koncynprantllmoc: «Koncynsrantllmoc: Ctynent» (poccuiickoe, cBOOOIHO
pacrpocTpaHseMoe);

- 7-zip — apxuBaTop (3apyOexHOE, CBOOOHO PaCIPOCTPAHIEMOE);

- Comodo Internet Security (3apy0exHoe, CBOOOTHO pacIipoCTpaHsIeMoe);

- Apache NetBeans — cBoOoiHasi HHTETPUPOBAaHHAs Cpeia Pa3padOTKH MPHI0KECHUIH
(IDE) na s3p1kax nmporpammupoBanus Java, Java, PHP, JavaScript, C, C++, Ana u psina 1pyrux
(3apy0esxHOe, CBOOOIHO paclpocTpaHsIeMOe).

11. MeToanuyecKue PEKOMEHIAIUHU 110 OPraHv3aliii U3y4YCHUA TUCHUIIINHBI

Opranuzanus o0pa30BaTENbHOTO TpoIEecca perjaMeHTUpyeTcs Y4YeOHBIM IUTAHOM H
pacrycaHueM yuyeOHBIX 3aHATHN. SI3b1k 00ydeHus (mpernogaBanus) — pycckuit. s Bcex BUIOB
ayIMTOPHBIX 3aHATUHN aKaJeMHUYECKUN Yac yCTAHABIMBACTCS MPOAOIKUTEIHLHOCTHIO 45 MUHYT.

[Ipu  QopMupoBaHMM CBOCH HWHIWBHAYyaJbHOM  0Opa30BATEIIBHOW  TPAaCKTOPUHU
00yyaromuncs UMeeT MPaBo Ha Nepe3adéT COOTBETCTBYIOMUX AUCUUIUINH U PO ECCHOHATBHBIX
MOJIyJIel, OCBOEHHBIX B IMIPOLECCe MPEAIIECTBYIOMIEr0 OO0y4YeHHs, KOTOpbIM OCBOOOXKIaeT
00yyJaromerocs OT HeOOXOJUMOCTH UX MMOBTOPHOTO OCBOCHHUSL.

OoOpa3oBaTte/ibHbIE TEXHOJIOTUH

VY4eOHBII mpolecc MpH NPENnoJaBaHUM Kypca OCHOBBIBACTCS Ha MCIIOJIb30BAHUH
TPaJWLMOHHBIX, HWHHOBALMOHHBIX M HWH(GOPMAIMOHHBIX OOPAa30BATEIbHBIX TEXHOJIOTHIA.
Tpaauunonneie 00pa3oBaTeNbHBIE TEXHOJOTMHM MPECTABICHBI 3aHATUAMH CEMHUHApCKOTO U
JIEKIMOHHOTO Tuma. VHHOBalMOHHBIE 00pa3oBaTelIbHbIE TEXHOJOTHUU HCIOJB3YIOTCS B BHJE
IIMPOKOTO TPUMEHEHUS aKTUBHBIX M HWHTCPAKTUBHBIX (OPM TMPOBEACHUS 3aHATHM.
UudopmanonHsle  o0pa3oBaTeNbHbIE TEXHOJOTHMH  pPEaTU3yIOTCS IyTEeM AaKTUBU3ALUU
CaMOCTOSITENIEHON PabOTHI CTYJICHTOB B HH(OPMAIIMOHHON 00pa3oBaTeIbHOM cperie.

3aHATHSA JIeKIMOHHOTO THIIA

JIeKIIMOHHBI KypC TMpEanojaracT CHUCTEMAaTU3UPOBAHHOE H3JI0OKEHHE OCHOBHBIX
BOITPOCOB y4€OHOTO TIJIaHa.

Ha nepBoii nexiuu nekrop 00s3aH MPeayNpeIuTh CTyI€HTOB, IPUMEHHUTEIBHO K KAKOMY
06a3zoBOMy yueOHUKY (YueOHUKaM, y4eOHBIM ITOCOOUSIM) OyIeT MPOYUTAH KypC.

JleKIIMOHHBIN Kypce TOJDKEH JaBaTh HanOOJbIIUM 00beM MH(OpMaru M oOecreynBaTh
Oosee rirybokoe MOHUMaHNE y4eOHBIX BOIPOCOB MPHU 3HAUUTEIHLHO MEHbILEH 3aTpaTe BPEeMEHH,
4YeM 3TO TpedyeTcs OONBIINHCTBY CTYIEHTOB Ha CAMOCTOATENbHOE U3YYEHUE MaTepraa.

3aHATHS CEMMHAPCKOI0 TUIIA

CemunHapckue (paKkTHUECKUE ) 3aHATHS IPEJICTABIISAIOT COOON NETATN3AIHIO JIEKLIHOHHOTO
TEOPETUYECKOr0 MaTepuaina, MPOBOASTCS B LENIX 3aKpeIUIeHHs Kypca U OXBaThIBAlOT BCe
OCHOBHBIE pa3/Ieibl.

OcHoBHOM (opMOI TIpOBEEHUS CEMHUHApPOB M TPAKTUYCCKUX 3aHITHH SBISETCS
oOcyxaenue HanOosee MPOOJEMHBIX U CIOXKHBIX BOIPOCOB IO OTICIBHBIM T€MaM, a TaKkXke

11


https://urait.ru/
https://coderwall.com/

pelieHye 3aaad U pa3dop MPUMEpPOB M CUTyallMd B ayJWTOPHBIX YCIOBUAX. B oOs3aHHOCTH
MpernoaaBaTeliss BXOIIT: OKa3aHUE METOAMYECKON MOMOINY U KOHCYJIbTHPOBAHHE CTYACHTOB IO
COOTBETCTBYIOIIUM TEMaM Kypca.
AKTHBHOCTH Ha MPAKTUYECKUX 3AHITHIX OLICHUBACTCS IO CIEIYIONINM KPUTEPHSIM:

— OTBETHI Ha BOMPOCHI, TIpeIjlaraeMbie MPernojaBaTesieM;

— yyacTHe B TUCKYCCHSIX;

— BBINOJIHEHHE MTPOEKTHHIX U MHBIX 33/1aHUK;

— acCHCTHPOBAHME MPENOJaBaTel0 B IPOBEICHUY 3aHATUH.

JlokJ1agel U OMIIOHUPOBAHUE JOKIAJ0B MPOBEPSIOT CTEICHD BIAICHHS TEOPETUYECKUM
MaTepuaioM, a TaKKe KOPPEKTHOCTh U CTPOTOCTh PACCYKICHUH.

OrneHuBaHue MPAKTUYECKUX 3aJaHUN BXOJUT B HAKOIUICHHYIO OIEHKY.

CamocTosiTesibHasi padoTa 00yYarOImMXcst

CamocTtosTenpHas paboTa CTYJEHTOB — 3TO MPOIECC AKTUBHOTO, IIEJIEHATIPABICHHOTO
NpUOOpEeTEeHUs] CTYACHTOM HOBBIX 3HaHUM, yMEHHH 0e3 HemocpeICTBEHHOro0 Yy4acTus
MpernoaaBarels, XapaKkTepU3yIOMIMCS TMPEAMETHON  HAmpaBICHHOCTHIO, A((HEKTHUBHBIM
KOHTPOJIEM U OLIEHKOW Pe3yJIbTaTOB JESATEIbHOCTH 00yYaroIIerocs.

Lenu camocTosTeNEHON PaOOTHI:

— CHCTeMaTH3alus M 3aKpeIJICHHE MOTYYEHHBIX TCOPETHUECKUX 3HAHUW M MPAKTHUECKUX

YMEHHUH CTYJEHTOB;

— yrinyOJieHre U paclIMpeHUe TEOPETUYECKUX 3HAHMUIA;
— (¢opMHpOBaHHE YMEHUH HCIOJIB30BaTh HOPMATHUBHYIO U CIPaBOYHYIO JOKYMEHTAIIHIO,

CHEIHUANIbHYIO JIUTEPATYPY;

— pa3BUTHE MO3HABATENIbHBIX CIIOCOOHOCTEN, aKTUBHOCTH CTYJIEHTOB, OTBETCTBEHHOCTU U

OpPTaHU30BAaHHOCTH;

— (GOpMHUPOBaHHE  CaMOCTOSTEIHHOCTH  MBIIUICHHUS,  TBOPYECKOH  WHHIIMATHUBHI,

CIIOCOOHOCTEH K caMOpa3BUTHIO, CAMOCOBEPILICHCTBOBAHUIO M CAMOpPEaIN3alluu;

— pPa3BUTHE HCCIEI0BATEIbCKUX YMEHHUH U aKaJIeMUYECKIX HABBIKOB.

CamocTtosTenpHas paboTa MOXKET OCYIIECTBISATHCS WHAMBHAYAIBHO WU TPyIIaMU
CTYJIEHTOB B 3aBUCUMOCTH OT L€/, 00beMa, YPOBHS CIOXKHOCTH, KOHKPETHON TEMAaTHKH.

TexHonorust  OpraHW3allMd  CaMOCTOSITENIBHONH  pabOThI  CTYIOEHTOB  BKIIIOUYAET
HCIIOJIb30BaHNE MH(POPMAIIMOHHBIX M MaTEepPUATbHO-TEXHHUUYECKUX PECYpCOB 00Opa30BaTEIbHOIO
YAPEXKICHUSI.

[lepen BbImoMHEHNEM O0YYAIOIIMMUCS CAMOCTOSITEILHON pabOThI MPENo1aBaTelb MOKET
MPOBOAMTH MHCTPYKTAX IO BHIMOTHEHUIO 33/1aHUs. B WHCTPYKTaX BKIFOYACTCS:

— IIeJIb U CONIepKaHue 3aaHus;

— CpPOKH BBHITIOJTHEHHS;

— OpPUEHTHUPOBOYHBIN 00beM PadOTEHI;

— OCHOBHBIE TpeOOBaHUS K pe3yJabTaTaM pabOThl U KPUTEPUU OLICHKH;
— BO3MOJKHbIE TUITUYHBIE OIIMOKU TIPU BBITTOTHEHHH.

WNHcTpyKTaK MPOBOIUTCS MpENoiaBaTeieM 3a cueT 00beMa BPEeMEHH, OTBEICHHOTO Ha
U3Y4YECHHE JUCIUILTUHBL

KoHTponbs pe3ynpTaToOB CcaMOCTOATEIBHONW padOThI CTYIEHTOB MOXET MPOXOAWTH B
MMCbMEHHOW, YCTHOW MJTM CMEIIaHHOM (opme.

CTyAeHTBl JOJKHBI TOIXOIUTh K CaMOCTOSTENbHOW paboTe Kak K HauBaKHEHIIeMy
CPEICTBY 3aKpEIUICHUS U Pa3BUTHUSI TEOPETUUYECKUX 3HAHUM, BbIpaOOTKE €IUHCTBA B3IJISI0B Ha
OTIICTbHBIE BOMPOCHI Kypca, NPUOOpPETEHHS OMNpEACICHHBIX HABBIKOB M HUCIOJIb30BaHUS
poQeCCHOHAIBHON JTUTEPATYPHI.

[Momemmenust st caMOCTOATENBHON pabOThl 00ydYarOIMUXCsl JOKHBI OBITH OCHAICHBI
KOMIIBIOTEPHON TEXHUKON C BO3MOXKHOCTBIO MOJKIIOYEHHS K ceTu «VIHTepHeT» u o0ecnieueHneM
JOCTYyTIa B 3JICKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTENIbHYIO CpPEly OpraHU3alnu.

[Ipu camocTosATensHON TPOPabOTKE Kypca 00yJaromuecs T0JKHBL:
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— TpOCMaTpUBATh OCHOBHBIC ONPEIEICHUS U (DAKTHI;
— TIOBTOPHUTH 3aKOHCIEKTUPOBAHHBIN Ha JIEKIIMOHHOM 3aHSATUU MaTepuaj U JOMOJHUTDH €T0

C YY4E€TOM PEKOMEHAOBAHHOM 110 JAHHOW TEME JINTEPaTyphl;

— H3YYUTh PEKOMEHJIOBAHHYIO JIUTEPATYpPy, COCTABIATh TE€3UChI, AHHOTAIIMU U KOHCIIEKTHI

Haubosee BaKHBIX MOMEHTOB;

— CaMOCTOSITENIbHO BBITIOJIHATD 33/IaHUs, aHAJIOTUYHBIE MPEeJiaraeMbIM Ha 3aHATHUSX;
— UCHOJB30BaTh AJISl CAMOIIPOBEPKU MaTepuaibl (JOHAA OLIEHOYHBIX CPE/ICTB;
—  BBINOJHATH JIOMAIlIHUE 3aJjaHus 110 YKa3aHUIO MPEeroaaBaTers.

Pexomenganum mo o0y4eHnro mHBaIuA0B 1 aun ¢ OB3

OcBoeHre TUCIUTIIMHBI HHBATUAAMH U JuiiaMu ¢ OB3 MoxeT ObITh OpraHn30BaHO Kak
COBMECTHO C JPYTUMHU OOyYarOIIMMHCSA, TaK W B OTHENBbHBIX Tpynmax. [Ipenmomaratorcs
CHelalbHbIe YCIOBUS Ui MOJydeHus oOpa3zoBaHus HHBaIWaamMu u auiamu ¢ OB3.

[Ipodeccopcko-nieqarornyeckuii cocTaB 3HAKOMHUTCSI C TICHXOJIOTO-(PU3UOIOTUYECKUMU
0COOCHHOCTSIMU 00y4Jaromuxcsi uHBaiauaoB U jul ¢ OB3, uHauBUAYyalbHBIMU MPOrpaMMaMU
peabunuranuy  WHBAMUAOB (mpu  Hamuuwmu). llpu  HEOOXOAMMOCTH  OCYIIECTBISETCS
JOTIONTHUTENIbHAS TMOJJEpKKa TMPEnoJaBaHusl ThIOTOPaMH, IICUXOJOTaMH, COLHUAIbHBIMU
pabOTHUKAMU, TIPOIICIIIMMH TOATOTOBKY aCCHCTCHTaMHU.

B cooTBeTcTBUU ¢ MeTOMMUECKUMHU peKoMeHanusMu Munoopraayku P® (yTB. 8 anpens
2014 1. Ne AK-44/05BH) B Kypce MpEAINONaracTcsi HCIOIb30BaTh COIUAIBHO-aKTUBHBIC U
pedaeKcuBHbIE METOAbl O0y4YeHHS, TEXHOJOTHMH COLMOKYJIbTYPHOH peadWINTAllUd C IENbIO
OKa3aHUsl MOMOIIM B YCTAHOBJIEHHWU MOJHOIEHHBIX MEXKIWYHOCTHBIX OTHOILIEHUHM C JPYTUMU
CTYJEHTaMH, CO3JaHUH KOM(OPTHOIO MCHXOJIOTUYECKOTO KJIMMAaTa B CTYIAEHUECKOH TpyTIIe.
IMonbop u paszpaboTka y4yeOHBIX MaTEpPHAJIOB TMPOMU3BOIATCS C YUYETOM IPEAOCTABICHHS
MaTepuaia B pa3IU4HbIX (popmax: ayIuanbHON, BU3YyaIbHOM, C UCIOJIb30BAHUEM CIEIHAIbHBIX
TEXHUYECKUX CPEACTB U NH(DPOPMAIIMOHHBIX CHCTEM.

Menuamarepuansl TakKe ClEAyeT HCHOJIb30BaTh M aJanTHPOBaTh C  y4ETOM
WHIAUBUAYATBHBIX OCOOEHHOCTEH 00yueHuss nHBau 0B 1 Uil ¢ OB3.

OcBoeHuEe OUCHMIUIMHBI HHBamugamMu © Junamua ¢ OB3  ocymectBisercss ¢
UCIIOJIb30BAaHUEM CPEACTB OOy4YeHHsI OOIIEro W CHEIUAIBHOTO Ha3HAYCHHUs (MIEPCOHATBLHOTO U
KOJUIEKTUBHOI'O HCIIOJIb30BaHUA). MaTepuanbHO-TEXHUYECKOE OOecreueHre MpeaycMaTpuBaeT
npucnocoOIeHrne ayAuTOpHil K Hy>K1aM WHBanu0B U ui ¢ OB3.

dopma TMNpPOBENECHUS AaTTECTAUM JUISl CTYJAEHTOB-UHBaIugoB u Jwmi ¢ OB3
YCTaHABIMBAETCS C YUYETOM MHIUBHIyAIbHBIX TICUXO(PU3NIECKIX 0COOCHHOCTEH. J{71s1 NHBaTUI0B
n ymun ¢ OB3 mpexycmarpuBaetcst nocTymHas (GopMa MpenocTaBiICHUs 3aJaHUN OIICHOYHBIX
CPENCTB, @ UMEHHO:

— B [IEYATHOUW WJIU AJIEKTPOHHOU (hopme (IUIst JIUIl ¢ HAPYIICHUSIMUA OMOPHO-BUTATEIHLHOTO
amnrmapara);
— B TeyaTHOW QopmMe wWIM DIEKTPOHHOHW ¢opMe C YBEIWYEHHBIM MPUPTOM H

KOHTPACTHOCTBIO ([UIsI JIUI] C HAPYLICHUSIMU CITyXa, pe4H, 3pEeHus);

— METOJIOM YTEHHSI aCCUCTEHTOM 3aJIaHusl BCIYX (IJIs JIHI] C HApYLICHUSIMH 3PEHUs).

CrynentaM ¢ MHBaIuAHOCTHIO M Jinnam ¢ OB3 yBenuuuBaercs BpeMsi Ha MOATOTOBKY
OTBETOB Ha KOHTPOJIbHBIE BOMPOCHIL. [[71sl TaKUX CTYZAEHTOB MpeaycMaTpruBaeTcs JocTynHas popma
MPE0CTaBIICHUS OTBETOB Ha 3a/I1aHUs], 4 UMEHHO:

— THUCHMEHHO Ha Oymare uiu HabOpoM OTBETOB Ha KOMITbIOTEpE (ISl TUI] C HAPYIICHUSIMH
ciIyxa, peun);
— BbIOOPOM OTBETA U3 BO3MOXHBIX BApPUAHTOB C MCIIOJIB30BAHUEM YCIYyT acCUCTEHTa (I

JUI C HAPYUIEHUSIMUA ONTOPHO-/IBUTATENILHOIO aIlapaTa);

— YCTHO (U151 JIULI C HAPYUICHUSIMU 3PEHUS, OTIOPHO-IBUTATEIBHOTO anmnapara).

[Ipu HEoOXxommMocTH JUIsl O0ydYaroImMXcs ¢ WHBAIMIHOCTRIO U jull ¢ OB3 mpouemypa

OIICHUBAHMSI PE3YJIbTATOB O0YUEHUSI MOXKET MPOBOIUTHCS B HECKOJIBKO ATAIOB.
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12. Onucanue MaTepuaIbHO-TEXHNYECKOI 0a3bl, HEOOXOAMMOM JISl OCYIIeCTBJIEHHSI
00pa3oBaTeILHOIO NMpouecca nNo AucuuIIuHe ()

Yuebnasn ayIuTopus «Jlaboparopust WH(OPMAIMOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJOTHI», NpeqHa3HAueHHas Ui MPOBEIEHUS Y4YEOHBIX 3aHITHHA, NPETyCMOTPEHHBIX
HACTOAIIEH padoueil mporpaMMoi JUCIHILINH, OCHAIICHHAs] 000pyIOBAaHUEM U TEXHHYECKUMU
cpeacTBaMu OOydeHHs, B COCTaB KOTOPBIX BXOJAT: KOMIUIEKTHI CHEIHAIN3UPOBAHHON yueOHOU
MeOenu, Jocka KIacCHas, MYJIbTUMEANHHBIA MPOEKTOP, OJKpaH, TPUHTEP, KOMIIBIOTED
IpenoaaBaTesiss U KOMIBIOTEPHI sl padOoThl 00y4YaIOUMXCsA ¢ YCTAaHOBJIECHHBIM JIUIIEH3MOHHBIM
MPOrpaMMHBIM OOECTICUeHHUEM, C BBIXOJIOM B ceTh «/HTepHET» M MOCTYNOM B JJIEKTPOHHYIO
nH(}pOpMaIMOHHO-00Pa30BATENBHYIO CPEY.

IMoMelnenne 1Jisi cCAMOCTOSITEIbHOI PaGOThI 00YUaAIOIIUXCS — Ay TUTOPUSI, OCHAIICHHAS
CIIEIYIOIMUM 000PYJOBAaHUEM U TEXHUYECKUMU CPEACTBAMM: CIIEUaIN3UPOBaHHAs MeOenb AJis
IpernoaaBaTelis u 00yJaroImuxcs, Jocka yaeOHas, MyJIbTUMETUHHBINA TIPOEKTOP, IKPaH, 3ByKOBBIC
KOJIOHKH, KOMIBIOTEp (HOYTOYK), MEepCOHAIBHBIE KOMIBIOTEPHI Uil pabOThl 00yYaromuxcs ¢
YCTaHOBJICHHBIM JIMIICH3MOHHBIM IIPOTPAMMHBIM 00ECIIEYeHUEM, C BBIXOJIOM B CeTh «HTepHET»
U JIOCTYIIOM B 3JIEKTPOHHYI0 HH(POPMAITMOHHO-00pa30BaTEIbHYIO CPEay.
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