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K OCHOBHOU NPOgheccuonanbHoll 00pazoeamenbHoll npocpamme

no nanpasienuro noocomosku 38.03.05 busnec-ungpopmamuxa,
HanpasieHHocmy (npoghuns) « Ungpopmayuonnvie mexnonoeuu 6 6usHece»

IIporpammy cocraBuia: Kazakos M.IO.

Pabouas mporpamma gucumiuinHbl «MHpOpManmonHas 0€30MacCHOCTh M 3alIUTa
nH(popMaInuu» BXOJUT B COCTAaB OCHOBHOM MPOQECCHOHAIBHONW 00pa3oBaTebHON MPOrPaMMBbI
BBICIIETO O0pa3zoBaHMs 1O HampasieHuto mnoarotoBku 38.03.05 busnec-unpopmaruka,
HarpaBjaeHHOCTH (Tpoduis) «MHbOpMaImOHHBIE TEXHOJIOTHH B OM3HECE» U MpeTHA3HAYCHA NS
00yyJaromuxcs OYHONW U OYHO-32049HOH popm 00yUyeHuUs.

© MHCTUTYT MEXTyHAPOIHBIX SKOHOMUYECKUX CBs3eH, 2024.
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1. Ileab u 3aaa4u TUCHUILIMHBI

Heabwo qucuunianabl «MHpopmMannonHas 0€30MACHOCTh W 3alMTa MH(OPMALUN»
ABJISICTCA TIOJIYUCHUC TCOPCTUUCCKUX 3HAHUU U MPAKTUYCCKUX HABBLIKOB, H€O6XO,Z[I/IMI>IX JJIA
MOHMMAHHUS OCHOB M MPHUHIMIIOB 3allUThl WH(OpMAalWM, MPUMEHEHHS] CIOCOOOB 3alIUThHI
uHpOpPMaLMK Ha MPaKTHKeE, BKIIIOYAs 3aIUTY KOMIIBIOTEPHBIX CHUCTEM, 3aIUTy WH(OpMAIMU B
ceTu VIHTepHET U KOPIOPATUBHBIX CETSX.

3agaum u3ydeHus AUCHUIIMHBI:
— npuoOpeTeHre MOHUMAaHUSI OCHOBHBIX MPUHIIUIIOB OPraHU3aIUH 3aIUThl HH(pOpMaILHH;
— MpuoOpeTeHne MOHNUMAaHUSI COBPEMEHHBIX TEXHOJIOTUH 3aIUThl HH(POpMAIIH;

— H3YyYEHHE OCHOBHBIX MpPOLEAYpP M HMHCTPYMEHTOB, HCIOJNb3YEMBIX Ui OOECIeYeHHUs
nH(pOpMaMOHHOM 0€30MaCHOCTH Ha MTPAKTHKE.

2. MecTo TMCUMILUIHHBI B CTPYKTYpPe OCHOBHOM nmpodeccuoHalbHOI 00pa3oBaTeibHOI
NPorpamMMbl BbICIIEero 00pa3oBaHus

Juctummza «Madopmanmonnas 6e30macHOCTb U 3alIUTa HHPOPMAIIUK» BXOJUT B YacTh
y4eOHOro T1ana, GopMUPYEMYI0 YIaCTHUKaMH 00pa30BaTeIbHBIX OTHOIICHUH MO HANPABICHUIO
noarotoBku 38.03.05 busnec-undopmaruka, HanpaBieHHOCTh (mpoduib) «HpOpMamoHHbIe
TEXHOJIOTUU B OU3HECE».

3. O0beM TMCUMILIHHBI B 324e€THBIX eIMHUIAX U aKAIeMUYECKUX Yacax ¢ yKa3zaHHeM
KOJIMYeCTBA aKaJeMUYeCKHX YaCOB, BbI/IeJIEHHbIX HA KOHTAKTHYIO padoTy
0o0y4arouuxcsd ¢ npemnogasaresieM (o BUAaM y4eOHbIX 3aHATHII) U HA
CaMOCTOSITEIbHYIO Pa00oTy 00y4aromuxcst

Oobmmas TpyA0EMKOCTh TUCHUTUINHBI COCTaBIsET 4 3a4€THRIC €MUHUIIBI, Bcero — 144 gaca.

. Bcero yacos
Buna yueOHo# padoThI
oudHas Gopma OYHO-3a09HAas
00yUeHHSI dopma oOyueHus
KonTakTHasi paGora ¢ npenoaaBareseM (Bcero) 56 10
B ToMm uncne:
3aHsaTUA JIEKIIHOHHOTO THUIIA 28 6
3aHATHSI CEMUHAPCKOTO TUIA (CEMUHAPHI) 28 4
CamocTrosiTeJibHasi pa6oTa (Bcero) 88 134
KonTtpoJs -
dopma KOHTPOJIS 3a4eT C OLEHKOM
O0mast Tpy10éMKOCTb TUCHMILTHHBI 144




4. IlepeyeHb NJIAHUPYEMBIX Pe3yJIbTATOB 00Y4YeHHs 10 JUCHHUIIIMHE, COOTHECEHHBIX €
IUVIAHUPYEMbIMH pe3yabTaTaMU 0CBOCHHS OCHOBHOM NpogdeccuoHaAIbLHOMI
00pa3oBaTeILHON MPOrPaMMBbI

Koa n
Kon u HaumenoBanue
HaNMMeHOBaHHe Pe3yabTarsl 00y4yeHusi mo
. HHANKATOPA JOCTHKEHUS
KOMIIeTeHI[ UM (1if) AMCHUIIMHE
KOMITeTEeHIIUH
BbIIYCKHHKA

IIK-4 HIIK-4.1 3HaTh: OCHOBBI MH(OPMALMOHHOMN
Cnocoben Opuentupyercs B | Oe3omacHOCTH " 3aIIUTHI
OCYIIECTBIIATh COBPEMEHHBIX  CTPYKTYPHBIX | HHGOPMAIIUU C YIETOM
MIPOEKTUPOBAHUE U | A3BIKAX MPOrPAMMHUPOBAHUS HCIIOJIb30BaHUS COBPEMEHHBIX
IU3aiH HIIK-4.2 CTPYKTYPHBIX S3BIKOB
nHpopManoHHBIX | OcCyIlecTBIseT MIPOrpaMMHUPOBAHUS.
CHUCTEM MPOEKTUPOBAHUE W  JIM3aMH | YMeTh: AHAIIU3UPOBATH

MH(OPMALIMOHHBIX CHCTEM C | MH(QOPMALIMOHHBIE  CHCTEMBI  C

HUCITOJIB30BaHUEM

COBPEMEHHBIX 00BEKTHO-
OPHUCHTHPOBAHHBIX A3BIKOB
IPOTPaMMHUPOBAHUS

y4€TOM COBPEMEHHBIX TPeOOBaHUI
MH(pOpPMaIMOHHOM 0€30MaCHOCTH.
Baaaern: HaBbIKAMHU 00O€ECIICUEHUS
(YHKIIMOHUPOBAHUS
WHPOPMALIMOHHBIX ~ CHCTEM  C
y4ETOM COBPEMEHHBIX TPeOOBaHUI
nH(POPMAIIMOHHOHN 0€30MacHOCTH.




5. Conepsxkanue QM CHUTINHBI

HanmeHnoBaHue TeM (pa3/iesioB) Conep:xanue TeM (pa3/iesioB)

Tema 1. Beenenue B emn w nmpuHOUNB WHOOPMAITMOHHOW OE30MaCHOCTH.
uHpOpMaLMOHHYIO Oe30macHoCcTh | TUIBl yrpo3 W aTak Ha MH(POPMALMOHHBIE CHUCTEMBI.
OCHOBHBIEC IPUHIUIIBI 3AIIUTH HHPOPMAITHH.

Tema 2. OcHOBBI KpUnNTOrpaguu [Mpunuunsl kpunTorpadud U METOAbl IMU(PPOBAHUA.
CuMMeTpu4HOE ¥ acHMMETpUYHOe IMH(ppOBaHUE.
XsmupoBaHue.  DIEKTPOHHO-IM(PPOBBIE  MOJIHUCH.
Ceprudukars 0€30MacHOCTH. AnmapaTtHbie
KpUnrorpadguyeckie yCTponucTna.

Tewma 3. 3ammTa KOMIBIOTEPHBIX Opranmn3zanusi 0€30MaCHOCTH OMEPAMOHHBIX CHCTEM.
CUCTEM 3amuTa OT BPEIOHOCHOTO MPOTPAMMHOI0 00eCreYeHUs
(BUPYCHI, TPOSIHBI 1 TIP.). OCHOBHI CeTeBOI 0€30MMaCHOCTH
(MexceTeBBIE JKpaHbI, CHCTEMbl OOHAPYXKCHUS W
npepoTBpaiieHus sropxenuit, VPN).

Tema 4. 3amura HHPOpPMAIUH B OcHOBBI 0€30MacHOCTH BEO-TIPUIIOKEHHUHA. 3amura OT
cetu MHTEpHET atak Ha BeO-caliThl (SQL-uHBEKIMH, MEKCAUTOBBIN
CKpuntuHr ©u  Ap.). Ilporoxonm TLS. 3amwra
KOH(MICHIIMATIbHOCTH JAHHBIX IPU Mepeiadye Mo CeTH.

Tema 5. 3ammra nHGpOpPMAIUH B [MonmuTuku 6e3onacuocTy. [Ipouieaypsl pearupoBanus Ha
KOPIIOPaTHUBHOM Cpene UHIMJEHTHI. 3amuTa UHopMauuu B 0a3ax IJaHHBIX U
XpaHUIUIIAX. dusnueckas 6e30macHOCTb

MH(GOPMALIMOHHBIX CUCTEM.




6. CTpyKTypa AUCHMILIMHBI 10 TEMaM C YKa3aHHEM OTBeIeHHOI'0 HA HUX
KOJINYeCTBA aKaJeMU4eCKHX YaCOB U BU/IOB YUeOHBIX 3aHATHI

Ounas ¢popma o0ydyeHHs

KonTakTHas padora, yac.

CamocrosiTenb
Ne HanmeHnoBaHMe TEM 3ausaTus Gora Bcero,
n/n | (pa3gesnoB) IMCUMILIMHBI | JeKIHOHHOro | CeMHHApHI Has p: > | ugac.
THIIA ac.
1. | Benenue B 2 2 14 18
MH(pOPMaITMOHHYIO
0e30MacHOCTh
2. | OcHOBBI Kpunrorpaguu 8 8 20 36
3. | 3amuTa KOMIBIOTEPHBIX 6 6 18 30
CUCTEM
4. | 3ammra nHGOpMAIIUH B 6 6 18 30
cetu MHTEpHET
5. | 3amura nadopmaium B 6 6 18 30
KOPIIOPAaTUBHOM cpefie
UToro: 28 28 88 144
OuHo-3204Hast popma 00yueHust
KonTakTHas padora, yac.
CamocrosiTenn
Ne HaumenoBaHue TeM 3ansaTus Bcero,
Hasi padora,
n/n | (pa3gesoB) TUCHHUILIMHBL | JeKHMOHHOT0 | CeMuHAPBI yac. qac.
THOA
1. | UadopmanronHas 1 - 21 22
0€301MacHOCTh
2. | OcHOBBI Kpunrorpaguu 2 1 32 35
3. | 3amuTa KOMIBIOTEPHBIX 1 1 27 29
CUCTEM
4. | 3ammra nHGOpPMAIUH B 1 1 27 29
cetu MHTEpHET
5. | 3amura uaopmaium B 1 1 27 29
KOPIIOPAaTUBHOM cpefie
Hroro: 6 4 134 144




7. IlepedyeHb y4eOHO-METOAMYECKOT0 0O0eceYeHUs IS CAMOCTOSITeJIbHOM padoThI U
TeKYLIero KOHTPOJIsA 00y4aloUIUXCsl M0 JUCHUIJIMHE

CaMocTosTenspHast pa60Ta ABJISICTCA OJHHUM U3 OCHOBHBIX BHU0OB y‘IeGHOfI JACATCIIbHOCTH,
COCTaBHOM 4acThIO y4ueOHOTO IMpoliecca U UMEET CBOEH Leblo: TITyOOKOoe YCBOGHHE MaTepuasa
AUCHUIINIMHBI, COBCPIICHCTBOBAHUC U 3aKPCIIJICHUC HABBIKOB CaMOCTOSITEIILHOU paGOTBI C
JUTEpPATypoil, PEKOMEHJIOBAHHOW IMpernojaBaTeieM, YMEHUE HaWTH HYXHBIA Marepuan |
CaMOCTOATCIIBHO €ro HUCIIOJIBb30BAaTh, BOCIIMTAHHE BBICOKOU TBOp‘IeCKOI\/'I AKTUBHOCTH,
WHUIMATUBBI, TMPHUBBIYKA K TIOCTOSHHOMY COBEpPLICHCTBOBAHMIO CBOMX 3HaHHMM, K
LEJIEYCTPEMIIEHHOMY HAyYHOMY IIOHUCKY.

Kontponbe camoctosiTensHON pabOThI, SBISETCS Ba)XXHOW COCTaBISAIONICH TEKYIIETO
KOHTpPOJIA YCIICBACMOCTH, OCYHICCTBIACTCA IIPCNoAaBaTCJicM BO BpCMA JICKIIMOHHBIX H
MPAKTUYECKHUX (CEeMMHAPCKUX) 3aHATHH U 00ecrieurBaeT OLEHUBAaHUE X0/1a OCBOCHHUS N3yyaeMOin
JUCHUITIIUHBI.

BOHpOCbI AJIA CaMOCTOATEC/IbHOI'0 M3YUYCHU S

1. VazBumMocTu obecrieyennsts U «0e30IacHOro»
IPOrPaMMHUPOBAHUSI.

2. MeTobl cOnMaibHON WHXKCHEPUH IS TTOJTYYCHUS HEeCAaHKIIMOHUPOBAHHOTO JTOCTYTIA K
nHpopManuu.

AyTeHTH(HKAIMA U METOJIbI Ay TEHTH(PHUKAIINH.

mporpaMmMHOIO MMPUHIUIIBI

BO0~NO U A~W

ABTOpHU3AIUS U METO/Ibl ABTOPH3AIINH.
[poroxon mmdposanus Triple DES.
[Tporokon mmdposanus AES.
[IpoTtokon mmdposanus RSA.
[Tporokon mmdposanuss ECDSA.
Crioco6b1 o6ecrieueHust 6e30MacHOCTH B O€CIIPOBOTHBIX CETSIX.
0. BesomacHocTh JaHHBIX B omneparronHoi cucreme Windows.

11. BesomnacHocTh AaHHBIX B 10S.

12. BeszomacHocTh nanHbIX B Android.
13. Crnoco6s! mudpoBanus nHpopManuu B 6a3ax TaHHBIX.
14. PesepBHOE KOMMPOBAHWE JAHHBIX U €r0 3HAYCHHE 711 0€30MaCHOCTH HH(POPMAIIUH.
15. Mepsl 6€30MaCHOCTH IS 3aIUTHI KOH(PUACHIIMATFHOW HHPOPMAIIUH NIPH ITepegayue
IO CETH.

Pacnpenesienne caMocTosiTe/IbHOM PadoThI

Bunpl, popmMbl 1 00BEMBI CaMOCTOATENBHONW paOOTHl CTYACHTOB MPU M3YYEHUU aHHOM
TUCITUTIMHBI ONIPEIENISIFOTCS €€ COJIepPKaHueM U OTPaKEHBI B CIISIYIOIICH Ta0uIle:

O0Bbem caMoCTOATEIbHOM
HaumenoBaHue TeM Bun
Ne . padoThI
(pa3nesioB) CaMOCTOSITEIbHOM
n/n ouHas (popma OYHO-3a04Hast
JUCIHUTIITAHBI padoThI
o0yueHHs dopma oOyueHust
1. | Benenue B IIOATOTOBKA K 3 21
UH()OPMALTMOHHYIO ayJTUTOPHBIM 3aHSITUSIM
0€301acHOCTh
2. | OcHoBBI KpunTorpaduu | MOArOTOBKA K 16 32
ayJTUTOPHBIM 3aHSATHUSIM
3. | 3amura IMOJITOTOBKA K 14 27
KOMITHIOTEPHBIX CUCTEM | ayJUTOPHBIM 3aHITHSIM
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4. | 3amura nHGOpPMAIIUU B | MOATOTOBKA K 14 27
cetn IHTEpHET ayJTMTOPHBIM 3aHITHSIM

5. | 3amuTa MHGOpPMALUHU B | TOATOTOBKA K 14 27
KOPIIOPaTHBHOMW CpeJie | ayJAMTOPHBIM 3aHATHAM

HNUTOI'O: 88 134

8. Hepeqenb BOIIPOCOB M THMOBBIC 3aJaHUA AJIA MMOATOTOBKHA K HpOMe)KYTO‘lHOﬁ
aTreCcTalumn

8.1 IlepeueHb BONPOCOB ISl MOATOTOBKH K 3a4eTy C OLEHKOI

OcHOBHBIE YTPO3bI HHPOPMAITMOHHON 0€30TTaCHOCTH.
Mertoap! muppoBaHUsL.
Dnexrponno-tuppossie moamucu (DLIIT).
Ceptudukarsl 6€30MacHOCTH.

Xs31IMpOBAHUE.

AnmnapaTHas Kpunrorpadus.

AHTUBHUPYCHI.

Mertoas! ooHapyxenus Bropxenuit (IDS).
Mertoap! mpenoTBparieHust Brop>kennii (IPS).

. IIpeumymectBa ncnons3oBanus VPN.
3amuTa OT artak Ha BeO-CaliThI.

. Ipunnumne! padoTs! nmporokomna TLS.

3aiuTa nepuMeTpa U METO/IbI 3alIUThI CETH.

. Ponb monuTtik 6€30macHOCTH B OpraHU3alHH.
[IpyHIIMTT HAUMEHBIIUX TPUBUIIETHIA.
3ammra nHGOpMaLUH B 6a3ax JaHHBIX.

©CoNoouA~wWNE
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NP O
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8.2. TunoBwbIe 3aaHUA IJIA OLEHKHN 3HAHUI

1. Anroput™ X31KMpoBaHMs, HanOoJiee YacTo UCIOIb3yEeMbIi B HACTOSIIEE BpeMsI:
a) DES;

0) MD5;

B) SHA-1,;

r) SHA-2.

2. B xonrekcre nHopMarmonHoi 6e3onacHoctu TepmMuH IPS o3navaer:
a) In-Plane Switching;

0) Intruder Protection System;

B) Internal Power Supply;

r) IP Screening.

3. Haubonee 6e3omacen 1y oOMeHa JaHHBIMH B ceTd IHTepHET mpOTOKOIL:
a) HTTP;

0) HTTPS;

B) SHA-1,

r) SHA-256.




8.3. TunoBble 3a1aHUA 1JI1 OLEHKU YMEeHUit
3apanue 1. Opranuzanmuu HEOOXOIUMO XPaHUTh KOH(DHICHIHAIBbHYIO WH(POPMAIHIO B
0a3e manubix. llpeanmaraercst nmenmarb 3T0 B 3ammpoBaHHOM Bujae. BriOepute anroputm

mudpoBaHUs sl penieHus 3Toi 3agaun. OOG0CHYHWTE CBOM BBHIOOD.

3ananue 2. Bam HeoO6xoauMo coOpaTh WH(POPMAIIMIO O KOMIIAaHUHM U €€ COTPYAHHUKAX C
MOMOIIbIO0 METOJIOB COLMAIbHOM MHkeHepruu. COCTaBbTE MJIaH CBOUX JCHCTBUM.

3aganue 3. CocraBpTe IUIaH TIOUCKA YSI3BUMOCTEH B CETEBOM HH(PPACTPYKType
OpraHH3aIiH.

8.4. TunoBkle 3agaHu 1JI OEHKH HABBLIKOB

3ananue 1. PazpaboraiiTe peKOMEHIAIIMU 110 CO3aHUI0 0€30TaCHBIX MapOJIeH, YIUTHIBAs
UX JJIMHY, CIIOKHOCTD U PETYIIAPHYIO CMEHY.

3aganme 2. /{1 mpoTHBOAEWCTBUS (DUINIMHIOBBIM arakamM, pa3paboTaiiTe HaMsaTKy
COTPYAHMKAM OpraHU3alMM C [EPEUUCIEHUEM NPU3HAKOB (HUILIMHIOBBIX COOOLICHUH

AIEKTPOHHOU MOYTHI.

3aganue 3. Co3naiiTe 4eK-IUCT ISl CACTEMHOI'O aAMUHHUCTPATOpa CETHU NMPEANIPUATHUSA 10
HacTpoiike MekceTeBoro skpana (firewall).

9. IlepeyeHb OCHOBHOM M IOMOJTHUTEJIbHON YUeOHOM JTUTEPATYPhI, HEOOXOTUMOM 1JI51
OCBOEHHUS THCUHMUILINHBI

9.1. OcHoBHas JuTEpaTypa

1. 3enkoB, A. B. HNuadpopmanronHas 6€301macHOCTh U 3aluTa HHPOPMAIMH : Y4eOHOE

nocobue ams By30B / A. B. 3enkoB. — 2-e¢ u3j., nepepad. u gon. — Mocksa : M3marenscTBo
FOpaiit, 2024. — 107 ¢. — (Bwicmee obpazoBanue). — ISBN 978-5-534-16388-9. — Tekcr
NeKTpoHHBIH  //  OOpazoBarenbHas  1atgopma  FOpaiir  [caiit]. —  URL:

https://urait.ru/bcode/544290

2. CyBoposa, I'. M. Undopmannonnas 6e3omacHocTs : yueOHoe mocodue amns By30B / I
M. CyBopoBa. — 2-¢ u3n., nepepad. u non. — Mocksa : M3natenscTBo FOpaiit, 2024. — 277 c.
— (Bricmmee oOpazoBanue). — ISBN 978-5-534-16450-3. — TekcT : SneKTPOHHBIA //
O6pasosarenbHas iathopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/544029

9.2. lonoJIHUTEJIbHAS JJUTEPATypa

1. OpraauzanroHHOe W TpaBOBOE oOecredeHue HHGOPMAITMOHHOW O€30MacHOCTH
y4eOHMK M TIPAKTUKYM i By30B / mox pemakiued T. A. IlomskoBoit, A. A. CtpenbiioBa. —
Mockga : M3narensctBo FOpaiit, 2024. — 325 ¢. — (Bwiciiee oopazoBanue). — ISBN 978-5-534-
03600-8. — Texkct : smekTponHbIil // O0pa3oBatenpHas 1argopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/536225

2. Kazapun, O. B. HagexxHocTh 1 6€301MacHOCTh MPOTPAMMHOTO 00ECTICUEeHHS : yaeOHOe
noco6ue ais By3os / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : U3agarensctBo FOpaidt, 2024.
— 342 c¢. — (Bricmiee o6pazoBanme). — ISBN 978-5-534-05142-1. — TekcT : 27eKTpOHHBIH //
OopazoBarenbHas miardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/539995
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10. Ilepeuyenn pecypcoB HH(POPMALMOHHO-TETEKOMMYHUKAIIMOHHOM ceTH «HTEepHET»,
He00XO0AUMBIX JJIfl OCBOCHH S JUCHUNIMHBI U MHPOPMAIIMOHHBIX TEXHOJIOTHIA,
HCIOJIb3yeMbIX NPH OCyLIleCTBJIEHUHN 00pa30BaTeJILHOI0 NpoLecca no JUCHUILINHE,
BKJIIOYasl MlepevYeHb MPOrPpaMMHOI0 o0ecrneyeHus 1 HHPOPMALMOHHBIX CIPABOYHBIX
cucrTeM (MpH HEOOXOAMMOCTH)

1. https://urait.ru - 3bC «O6pazoBarenbhas miathopma FOpaiim»
2. https://coderwall.com/ - Coderwall «Coo0riiecTBO MPOrpaMMHCTOBY

JInieH3MOHHOE IPOrpaMMHOe ofecnieyeHue:

- Windows (3apy0exHoe, BO3ME3THOE);

- MS Office (3apy0exHOE, BO3ME3THOEC);

- Adobe Acrobat Reader (3apyOexHO€, CBOOOTHO PacpOCTPaHIEMOE);

- Koncynprantllmoc: «Koncynsrantllmoc: Ctynent» (poccuiickoe, cBOOOIHO
pacrpocTpaHseMoe);

- 7-zip — apxuBaTop (3apyOexHOE, CBOOOHO PaCIPOCTPAHIEMOE);

- Comodo Internet Security (3apy0exHoe, CBOOOTHO pacIipoCTpaHsIeMoe);

- Apache NetBeans — cBoOoiHasi HHTETPUPOBAaHHAs Cpeia Pa3padOTKH MPHI0KECHUIH
(IDE) na s3p1kax nmporpammupoBanus Java, Java, PHP, JavaScript, C, C++, Ana u psina 1pyrux
(3apy0esxHOe, CBOOOIHO paclpocTpaHsIeMOe).

11. MeTtoanyeckue peKOMEHAAIUM N0 OPTAHU3ANMU U3YUYEeHUS] TUCHHUILINHBI

Opranuzanus 00pa30BaTEIBLHOTO TPOIECCa PErIAMEHTUPYETCS yYeOHBIM IUIAHOM |
pacrnicanueM y4eOHbBIX 3aHATHI. S3bIk 00ydeHus (Iperno1aBaHus) — pyCCKUH.

I[Ipu  QopmupoBanun cBoel HMHAUBUAYaTbHOH  00pa30BaTENbHOW  TPAEGKTOPUH
oOydaromuiics UMeeT MpaBo Ha Mepe3ayéT COOTBETCTBYIOUIUX AUCIMILINH U MPpodeccrnoHalbHBIX
MOJIyJIel, OCBOEHHBIX B TIPOIECCE MPEAMISCTBYIONIET0 OOYYEeHHs, KOTOPBI OCBOOOXKIaeT
oOyyJaromierocs 0T He0OOXO0AMMOCTH UX TTOBTOPHOTO OCBOCHHSI.

Oo0pa3oBaTe/ibHbIE TEXHOJIOTHHI

VY4eOHbI mpoliecc NpH MPENoJaBaHUU Kypca OCHOBBIBA€TCSA Ha MCIOJIb30BaHUU
TPaIUIIMOHHBIX, WHHOBAIIMOHHBIX M WH(MOPMAIMOHHBIX O0O0Pa30BATEIBHBIX TEXHOJIOTHIA.
TpagunuonHble 00pa3oBaTeNbHBIE TEXHOJIOTMH IPEACTABICHBbl 3aHATUAMU CEMUHAPCKOro U
JEKIIMOHHOTO Tuma. VHHOBaMOHHBIE 00pa30BaTENIbHBIE TEXHOJOTUU HWCIOIB3YIOTCS B BHJIE
HIMPOKOTO NPUMEHEHUS aKTUBHBIX M HWHTEPAKTUBHBIX (OPM MPOBEACHUS 3aHATUM.
Nudopmannonnsie  0o0pa3oBaTeNbHbIE TEXHOJOTHUU  PEATH3YIOTCS IMyTEM AaKTUBU3AINU
CaMOCTOSITEIbHON pabOTHI CTY/IEHTOB B MH(OPMAITMOHHOM 00pa30BaTeILHOMN Cpeie.

3aHATHSA JIEeKIMOHHOTO THIIA

JIeKMOHHBI KypC TMpEAnoyiaraeT CHCTEMaTU3UPOBAHHOE U3JI0KEHHE OCHOBHBIX
BOTIPOCOB y4€OHOTO IJIaHA.

Ha nepBoii nexuuu gexktop 00s3aH NpeaynpeanTb CTyASHTOB, IPUMEHUTENBHO K KAKOMY
6a3oBoMy yueOHUKY (yueOHUKaM, y4eOHBIM MTOCOOHIM) OyAET MPOYUTaH KypC.

JlekMOHHBIA KypC JO/DKEH JaBaTh HAMOOJBIINN 00beM MH(pOpMauu U 0OeCTieUnBaTh
Oonee TiyOOKOe MOHUMaHUE Y4eOHBIX BOIPOCOB MPHU 3HAYUTEIHLHO MEHBIIEH 3aTpaTe BPEMEHH,
4yeM 3T0 TpedyeTcsi OOJIBIIMHCTBY CTYIEHTOB Ha CAMOCTOSITENIbHOE U3yUeHUE MaTepHraa.

3aHATHS CEMHHAPCKOTO0 THIIA

CemuHapckue (MMpaKTUUECKUE ) 3aHATHI TPEICTABIISIOT COOOM JIeTaTU3aIHIO JICKIIMOHHOTO
TEOPETUYECKOr0 MaTepuana, MPOBOMITCS B IENSIX 3aKpPEIUICHHUS Kypca U OXBaTBhIBAIOT BCE
OCHOBHBIE pa3/IeIbl.

OcHoBHOU (hOpMOH TIPOBEACHHSI CEMUHAPOB M MPAKTUYECKUX 3aHITUU SBISETCS
oOcyxaeHue Hambosee MPOOJIEMHBIX M CIOXHBIX BOMPOCOB IO OTIEIBbHBIM Te€MaM, a TakKke
penieHne 3amad U pa3bop MPUMEpPOB M CUTyallMid B ayJUTOPHBIX YCIOBUAX. B o00s3aHHOCTH
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IIpEenoiaBaresisd BXOAAT: OKa3aHUEe METOJNYECKON MOMOIIN U KOHCYJIBTHPOBAHUE CTYACHTOB I10
COOTBETCTBYIOIIUM TEMaM Kypca.
AKTUBHOCTb Ha IPAKTUYECKUX 3AHITUSAX OLEHUBAETCS MO CIEAYIOIIUM KPUTEPUSIM:
— OTBETHI HAa BOIIPOCHI, ITPEAJIaracMple MpernoaaBaTeIeMm;
— y4YacTHe B IMUCKYCCHSIX;
— BBINIOJIHEHUE MPOEKTHBIX Y UHBIX 33JJaHUN;
— aCCHUCTHUpOBAHHUE MPEMNO/IABATEIO B IPOBEICHUN 3aHATUH.

Jloknaasl M1 ONNOHMPOBAHHUE JTOKJIAZO0B MPOBEPSIOT CTENEHb BJIAJCHHUS TEOPETUYECKUM
MaTepHalioM, a TaKKe KOPPEKTHOCTh U CTPOTOCTh PACCYKICHUH.

OueHnBaHuE TPAKTUYECKUX 33IaHUHA BXOAUT B HAKOIUIEHHYIO OLICHKY.

CamocrosiTesibHast padoTa 00y4arOIIUXCS

CamocTtosTenbHas paboTa CTYJEHTOB — 3TO IPOLECC AKTUBHOTO, II€JIEHANPABIEHHOTO
NpHOOpPETEeHUs] CTYACHTOM HOBBIX 3HAaHWUH, yMEHHH 03 HEemOCPEeICTBEHHOTO Y4YacTHus
IpenojaBarenisi, XapakTepU3yIOIIMicd TPEeAMETHON  HampaBiIeHHOCTHIO, 3((HEKTUBHBIM
KOHTPOJIEM U OLIEHKOW Pe3yJIbTaTOB JEATEIbHOCTH 00YyJarOIIerocs.

Ilenn camocToATeTbHON PaOOTHI:

— CHCTEMAaTH3alus M 3aKPEIUICHHE MOJIYYEHHBIX TEOPETHUYECKUX 3HAHMM M MPAKTUYECKUX

YMEHUH CTYICHTOB;

— yriayOJieHHe U paclIupeHUe TEOPETUISCKUX 3HAHMIA,
— ($opMHpOBaHHE YMEHUH HUCIOIB30BAaTh HOPMATHUBHYIO U CIPABOYHYIO JOKYMEHTAIIHIO,

CIELUATIBHYIO JTUTEPATYPY;

— pa3BUTHE MO3HABATEIILHBIX CIIOCOOHOCTEH, aKTUBHOCTU CTYJIEHTOB, OTBETCTBEHHOCTH H

OpraHU30BAHHOCTH;

— (¢dopMHpOBaHME  CaMOCTOSATEIbHOCTH  MBIIUICHHUS,  TBOPYECKOH  MHUIIMATUBBI,

CIIOCOOHOCTEH K CaMOPa3BUTHIO, CAMOCOBEPIIICHCTBOBAHHUIO M CAMOPEaTU3aIliu;

— pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUN U aKaJIeMUUECKIX HABBIKOB.

CamocTtosaTenbHas paboTa MOXKET OCYIIECTBISATHCS HWHAMBUAYAIbHO WM TpyINIaMu
CTYJICHTOB B 3aBUCUMOCTH OT IeJTH, 00beMa, YPOBHS CI0KHOCTH, KOHKPETHON TEMAaTHUKH.

TexHonorust opraHu3alid  CaMOCTOSITENIBHONM  pabOThl  CTYJEHTOB  BKJIIOYAET
UCIIOJIb30BaHNE MH(POPMAIIMOHHBIX M MaTEePHATbHO-TEXHHUYECKUX PECYpCOB 00pa30BaTEIHHOTO
YUPEKICHUS.

[Tepen BhITIONIHEHNEM O0YYAIOIIUMHUCS CAMOCTOATEIBLHOM paOOThI PET0aBaTelh MOKET
IIPOBOJIUTH NHCTPYKTAX MO BBIITOJTHEHUIO 3a1aHMsl. B MHCTpYKTaXX BKIIOYAETCS:

— LeJb U COepKaHUE 3a]1aHNs;

— CPOKHU BBIIIOJIHEHHUS;

—  OPHEHTHUPOBOYHBIA 00HEM pabOTHI;

— OCHOBHBIE TpeOOBaHUS K pe3ybTaTaM paboThl U KPUTEPUU OLIEHKH;
— BO3MOJKHBIE TUITUYHBIC OMIMOKU TIPH BHITIOTHEHHH.

WHucTpyKTax MpoOBOIUTCS IMpernojaBaTesieM 3a cueT 00beMa BPEMEHH, OTBEJCHHOrO Ha
U3Yy4YeHUE JUCIUTUINHBIL.

KoHTponb pe3ynabTaToB caMOCTOATENbHOW pabOThl CTYIAEHTOB MOXET MPOXOAUTH B
MUCHhMEHHOMW, YCTHOM WM CMeIIaHHOoU (opme.

CTyAeHTbl JOMKHBI MOIXOAUTh K CaMOCTOSITENbHONW paboTe Kak K HauBakHeHIemy
CPEICTBY 3aKPEIUICHUS U Pa3BUTHsI TEOPETUUECCKUX 3HAHUMU, BBIPAOOTKE €IUHCTBA B3TJISIO0B Ha
OTIIeNIbHBIE BOMPOCHl Kypca, NPUOOpETEHHsS] OINpEeAENEeHHBIX HABBIKOB U HCIOJIb30BaHUS
npodecCuOHaIBHON TUTEpaTyphI.

[Tomemenust 1s1 caMOCTOSTENbHON pabOThl 00ydaIOUXCS JAOKHBI OBITH OCHAIEHBI
KOMIBIOTEPHON TEXHUKON C BO3MOXKHOCTBIO MOJIKITIOYCHHS K ceTu «IHTepHeT» 1 obecnieueHneM
JOCTYyTa B 3JICKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTEIbHYIO CpPely OpraHU3allnu.

[Tpu camocTosATeHHON TPOPabOTKE Kypca 00ydaronIruecs JOKHBIL:

— TpOCMaTpPUBATh OCHOBHBIC ONPEEICHUS U (DAKTHI;
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— IOBTOPUTH 3aKOHCIIEKTUPOBAHHBIM HA JICKIIMOHHOM 3aHATHUH MAaTEPHUAIl U JAONOIHUTH €ro
C YY4E€TOM PEKOMEHAOBAHHOMU 110 JAHHOW TEME JINTEPaTyphl;

— H3Y4YUTh PEKOMEHJIOBAHHYIO JIUTEPATYpPy, COCTABIATH TE€3UCHI, aHHOTALUU U KOHCIIEKTBI
Haun0oJiee BaKHBIX MOMEHTOB;

—  CaMOCTOSITEJIbHO BBIIOJIHATD 33JaHUs, AHAJIOTUYHBIC NIPEJIaracMbIM Ha 3aHATHUSAX;

— HCIIOJIb30BaTh Ul CAaMOIIPOBEPKU MaTepHaiibl (POHIAa OLIECHOYHBIX CPE/ICTB;

—  BBINOJHATH JOMAIHUE 3aJaHKs 110 YKa3aHUIO IIPEIIOAABATEIs.

Pexomenganuu no o0yyennro HHBAJIUA0B U jul ¢ OB3

OcBoeHune TUCHMIUIMHBI HHBaNUAaMu U JunamMu ¢ OB3 MoxkeTr ObITh OpraHW30BaHO Kak
COBMECTHO C JPYTrUMHU OOydYalolIMMHCA, TaK W B OTHENbHBIX Trpynmnax. [Ipenmomaratorcs
CelMallbHBIC YCIOBUS IS MOJTydeHus oOpa3zoBaHus nHBanIuaamMu u auiamu ¢ OB3.

[Tpodeccopcko-nienarornyeckuii coctaB 3HAKOMHUTCSI C TICHXOJIOTO-(PU3NOIOTUYECKUMU
O0COOCHHOCTSIMU 00ydJaromuxcss uHBaIuaoB U null ¢ OB3, uHaMBUAYyaTbHBIMU MPOTrPAMMAaMU
peabunuTanuu  WHBaIUAOB (mpu  Hamuuwu). [Ipy  HEOOXOAMMOCTH  OCYIIECTBIISICTCS
JOTIOTHUTEIbHAS TOJNJCPXKKA TMPENOJaBaHUs THIOTOPAMH, TIICHUXOJIOTAMH, COLHUAIbHBIMU
pabOTHUKAMU, TPOLIECIIIMMH MTOATOTOBKY aCCUCTEHTaMHU.

B cootBeTcTBHM € MeTOANYECKMMHU peKoMeHAanusMu MunoOpHayku P® (yTB. 8 anpens
2014 1. Ne AK-44/05BH) B Kypce MpeIonaraeTcsi HCIOIb30BaTh COIUAIBLHO-aKTUBHBIC W
pedIeKCUBHBIE METOIbl OOyUYeHUS, TEXHOJOTHH COLMOKYJIBTYPHOH peadWINTAlUd C IIENBIO
OKa3aHHs TOMOIIM B YCTAHOBJICHUU IOJHOLEHHBIX MEXKINYHOCTHBIX OTHOUICHHH C APYyTUMHU
CTYJEHTaMH, CO3JaHHH KOM(OPTHOTO TCHXOJIOTUYECKOTO KJIMMAara B CTYICHYECKOH TpyTIIe.
[Tonbop m pa3paboTka ydeOHBIX MaTEPHAIOB MPOU3BOIATCS C YYETOM TIPEIOCTaBICHUS
MaTepuaia B pa3MUYHbIX (popMax: ayauanbHON, BU3YAIbHOH, C MCIOIB30BaHUEM CIEIHATBLHBIX
TEXHUUYECKUX CPEACTB U NH(POPMALIMOHHBIX CHCTEM.

Meaunamarepualibl Takke CIEIyeT HCIOJb30BaTh U QNalTUPOBaTh C  Y4ETOM
WHIUBUTyATBHBIX 0COOEHHOCTEH 00ydeHust nHBauI0B 1 juil ¢ OB3.

OcBoeHue AUCHUIUIMHBI UWHBanugamMu U Juuamu ¢ OB3  ocymectBisieTcss ¢
WCIIOJIb30BAaHUEM CPEJICTB OOyYEHHMsI OOIIET0 W CICIHAIBHOIO Ha3Ha4YeHHs (MIEPCOHATBHOTO U
KOJUIEKTUBHOTO HCIIOJIb30BaHUs). MaTepuanbHO-TEXHUYECKOE OOECTieueHre MpeaycMaTpruBaeT
MPUCTIOCOOJICHUE ayTUTOPUM K HY>KJ1aM WHBaIKUI0B | Jinil ¢ OB3.

dopma mMPOBEACHUS ATTECTAlMM Ui CTyJACHTOB-MHBamuioB u Jymn ¢ OB3
YCTaHABIIMBAETCS C YUYETOM MHAUBHIyaIbHBIX ICUXO(PHU3NYECKUX 0COOCHHOCTEH. J{J151 HHBATHA0B
u qun ¢ OB3 mpenycmarpuBaeTcst qoctymHas (Gopma TpeaocTaBlIeHUS 3aJaHUi OIEHOYHBIX
CPEICTB, @ UMEHHO:

— B [IEYaTHOMW WJIM AJIEKTPOHHOMU (hopme (IU1sl JIUIl C HAPYIIEHUSIMU OMOPHO-BUTATEIHLHOTO
amnmnapara);
— B mTeyaTHOH (¢opmMe WM DJIEKTpOHHOH (opMe ¢ yBETUUYEHHBIM HIPUPTOM U

KOHTPACTHOCTBIO (IUIsI JIUI] C HAPYLICHUSIMU CITyXa, peUH, 3pEeHUs);

— METOJIOM YTEHHsI aCCUCTEHTOM 3aJIlaHusl BCIYX (IJIs JIHUI] C HApYLICHUSIMH 3PEHUs).

CryneHTaM ¢ MHBaIUMIHOCTHIO M junaM ¢ OB3 yBenuuuBaeTcs BpeMsi Ha MOJATOTOBKY
OTBETOB Ha KOHTPOJBHBIC BOMIPOCHL. [[JIsl TAKUX CTYACHTOB MpeayCcMaTpUBaeTCs JOCTymHas (hopma
MPEIOCTaBIEHUSI OTBETOB Ha 33/1aHUS, 3 UMEHHO:

— THUChbMEHHO Ha Oymare uin HabOpoM OTBETOB Ha KOMIIbIOTEpe (JIs JIUI] C HApyLICHUSIMU
clIyxa, peun);
— BBIOOPOM OTBETa U3 BO3MOXHBIX BAPUAHTOB C HCIIOIH30BAHUEM YCIYT aCCUCTEHTA (IS

JIUI] C HapYUICHUSIMH OMTOPHO-BUTATENILHOTO aliapara);

— YCTHO (ISl TUI| C HAPYILIECHUSIMH 3PEHHUSI, OTIOPHO-ABUTaTEIHHOIO anapara).

[Ipu HEOOXOAMMOCTH ISl OOyYaromuxcs ¢ MHBaIMAHOCThI0 U jmi ¢ OB3 mpomemypa

OLICHUBAHMSI PE3YJIbTaTOB O0YUYEHUSI MOXKET MPOBOJIUTHCS B HECKOJIBKO ATAIOB.
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12. Onucanue MaTepuaIbHO-TEXHNYECKOI 0a3bl, HEOOXOAMMOM JISl OCYIIeCTBJIEHHSI
o0pa3oBaTeIbHOIO Npolecca Mo TUCHUILINHE

Yuebnasn ayIuTopus «Jlaboparopust WH(OPMAIMOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJOTHI», NpeqHa3HAueHHas Ui MPOBEIEHUS Y4YEOHBIX 3aHITHHA, NPETyCMOTPEHHBIX
HACTOAIIEH padoueil mporpaMMoi JUCIHILINH, OCHAIICHHAs] 000pyIOBAaHUEM U TEXHHYECKUMU
cpeacTBaMu OOydeHHs, B COCTaB KOTOPBIX BXOJAT: KOMIUIEKTHI CHEIHAIN3UPOBAHHON yueOHOU
MeOenu, Jocka KIacCHas, MYJIbTUMEANHHBIA MPOEKTOP, OJKpaH, TPUHTEP, KOMIIBIOTED
IpenoaaBaTesiss U KOMIBIOTEPHI sl padOoThl 00y4YaIOUMXCsA ¢ YCTAaHOBJIECHHBIM JIUIIEH3MOHHBIM
MPOrpaMMHBIM OOECTICUeHHUEM, C BBIXOJIOM B ceTh «/HTepHET» M MOCTYNOM B JJIEKTPOHHYIO
nH(}pOpMaIMOHHO-00Pa30BATENBHYIO CPEY.

IMoMelnenne 1Jisi cCAMOCTOSITEIbHOI PaGOThI 00YUaAIOIIUXCS — Ay TUTOPUSI, OCHAIICHHAS
CIIEIYIOIMUM 000PYJOBAaHUEM U TEXHUYECKUMU CPEACTBAMM: CIIEUaIN3UPOBaHHAs MeOenb AJis
IpernoaaBaTelis u 00yJaroImuxcs, Jocka yaeOHas, MyJIbTUMETUHHBINA TIPOEKTOP, IKPaH, 3ByKOBBIC
KOJIOHKH, KOMIBIOTEp (HOYTOYK), MEepCOHAIBHBIE KOMIBIOTEPHI Uil pabOThl 00yYaromuxcs ¢
YCTaHOBJICHHBIM JIMIICH3MOHHBIM IIPOTPAMMHBIM 00ECIIEYeHUEM, C BBIXOJIOM B CeTh «HTepHET»
U JIOCTYIIOM B 3JIEKTPOHHYI0 HH(POPMAITMOHHO-00pa30BaTEIbHYIO CPEay.
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